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This is version 1.3 of the TLM handbook for schools IT qualifications
submitted for league table points from 2020 onwards and first published
in March 2017. Further printed copies can be obtained from Lulu.com.

© lan Lynch 2014, Paul Taylor & Joan Knott 2017. Some rights reserved.
You may copy some or all of this publication under the terms of the
Creative Commons Attribution- ShareAlike license 3.0.

The Regulated Qualifications Framework (RQF) was designed by the UK
government’s Qualifications and Curriculum Development Agency now
replaced by Ofqual. The RQF is referenced to the European
Qualifications Framework devised by the European Union.

The assessment model for the qualifications presented in this publication
was designed by TLM in consultation with industry experts, employers
and other stakeholders to make sure the qualification is rigorous and will
fully prepare young people with the skills required for further study or
future employment, irrespective of the specific industry.

The Learning Machine Ltd, Unit 4D Gagarin, Lichfield Road Industrial
Estate, Tamworth, Staffordshire, B79 7GN (www.tlm.org.uk)

Please note: the handbook will be updated annually, but new
support and guidance materials will be published on the website
regularly. Please check there.
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1. Nature and Purpose of this Qualification.
Who this qualification is for?

This qualification is for students aged 14-16 as part of their Key Stage 4
programme of study. It is designed for students who are interested in
the digital world and who wish to become critically informed users of
digital technologies. It is also designed to give an understanding of open
platforms which currently make up the bulk of the internet.

Who might be interested in taking this course?

The course is a broad ranging course covering all aspects of digital
technology with a focus on the emerging “always on” aspects of
services. Any students who use digital technology to create or share
material, or who wish to pursue a career or further study in information
and communication technology will benefit from the skills and
understanding on offer.

What will you study

The programme of study develops an appreciation of the fact that data is
all around us but that it is when data is processed that data is turned into
information and with information comes power to make decisions.

The linked unit structure allows learners to develop a “joined up” view of
the digital world and the way that it impacts upon their lives and the
personal decisions they make everyday.

The “themed” sets of practical units build a digital portfolio that
showcases a true “Can do” capability to tutors or agencies recruiting
students to level 3 courses or to an advanced apprenticeship
programme

The programme of study is divided into 4 sections

Understanding digital platforms and open standards
Managing digital platforms and applying digital skills
Protecting and future proofing digital platforms
Planning, executing and evaluating digital systems

PoN=

TLM Handbook

TLM Level 2 Certificate in Open Platforms and Digital Skills 5



Qualification Learning Outcomes
Having studied this qualification you will know:

Data is found in many forms

How data is captured without our knowledge

How digital applications transform data into information

Why and how personal and commercial data needs protection

The responsibilities that organisations who hold data have to

protect that data

How digital applications are allowing users to collaborate to

make the best use of available data

7.  Why the online world has increased the challenges to data
security

8. How to develop practical skills in taking data and using it to
meet the needs of an audience

9. How to develop a project from research and planning to testing

and evaluation

o=

o

What subjects will compliment this course

This qualification is complementary to any other academic or technical
subject because it is fundamentally about essential digital literacy and IT
User skills. Any other subject can provide a context for their
development. Meaningful links can be made with all Ebacc subjects. For
example a publishing project could result in a book with its own ISBN
published for free using the Lulu.com service. That could be using
English as a complement to this course. A video editing project might
include elements of geography allied to global politics. Maths and art
might be combined by graphics transforms in a vector drawing program.

While this qualification provides a progression route to the level 3 IT user
and practitioner qualifications, it also provides a general education
background that would be suitable support for the great majority of
higher level qualifications and occupations.

TLM Handbook
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What will this qualification prepare you for in the future.

This qualification is part of the digital vocational pathway which can lead
to a wide range of apprenticeship or higher studies in areas such as:

Digital marketing
Digital communication
Digital Data analysis
Digital security

PoN-=

It underpins all aspects of digital competence in any career or path of
study. The world of work has seen a recent explosion in digital based
careers and industries, such as FinTech or MedTech, where digital
technology is used to understand and improve these industries. Very
few jobs or academic disciplines would not benefit from a good
grounding in the collecting, handling, interpreting and managing of data
to produce information.

2. This qualification in summary.

Vocational sector: ICT, Digital

QAN Code: 603/1204/X

Age range: 14 - 16

How this qualification is assessed

One written (online) examination

Coursework assessed by centre and moderated by TLM

The learner’s completed digital portfolio exemplifying and highlighting
their use of a digital platform.

How this qualification is graded: This qualification will be graded Pass,
Merit, Distinction, Distinction*.

Centre registration

This qualification requires centres to be registered with TLM and every
learner to have a registration on the TLM Markbook site.

TLM Handbook
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Mandatory units

Understanding digital platforms and open standards

Managing digital platforms and applying digital skills

Protecting and future proofing digital platforms

Planning, executing and evaluating digital systems
How TLM support this qualification

TLM has a comprehensive programme of staff support and development
including:

1.

2.

An annual Moderation and Quality assurance review to verify
centre compliance and maintenance of Centre Accreditation
Weekly teacher workshops at TLM offices in Tamworth to
discuss moderation and coursework

Access to a wide range of quality teaching and learning
materials plus insights into qualification delivery methods on the
TLM Moodle this site also contains access to a range of
revision and other materials provided by existing TLM centres
who embrace the creative commons philosophy of open source
All statutory information and access to TLM markbooks and
Learning sites via

How does TLM Quality Assure this qualification.

A Moderation and Quality Assurance review takes place each year to
verify centre compliance and the maintenance of Centre
accreditation.

TLM provides free weekly workshops for teachers. A representative
from each centre must attend at least one workshop each year.
Teachers are encouraged to bring samples of work to ensure that
students are working at the correct level. This also allows the sharing of
best practice between centres.

TLM Handbook
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Internally marked coursework that contributes to the digital online
ePortfolio is subject to external moderation by TLM Moderators as well
as plagiarism checks. Students will receive 20 marks for good work and
an additional 10 marks for outstanding work. These marks are added to
their exam which is out of 70. The pass mark is 50/100 marks.

What is the TQT for this qualification: 125 GLH, 140TQT

The following table shows the guided learning hours expected per unit to
meet the skills and understanding expectation of the qualification. In
addition, it is expected there will be extra hours outside of curriculum
time, for example, research tasks set as homework, meeting with local
companies to further enhance the completed work.

This makes up the qualification’s TQT or Total Qualification Time.

TLM1 |Understanding digital platforms and open |25 3 28
standards

TLM2 |Managing digital platforms applying of 25 3 28
digital skills

TLM3 |Protecting and future proofing digital 25 3 28
platforms

TLM4 |Planning, executing and evaluating digital |50 6 56
systems

TLM Handbook
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3. Introduction

The TLM Level 2 Certificate in Open Platforms and Digital Skills has
been created in recognition of the fact that young people face a plethora
of digital influences on their lives which they are often ill informed and
therefore ill equipped to deal with.

The qualification and its associated programme of study examines these
issues in a way that allows learners to fully understand the nature of
information that they create or that is created for or about them. They
are taught how to organise and manage this material so that they can
work collaboratively to share and enhance the material. They will learn
the nature of digital material and how this has been underpinned by
open standards and systems. All of their skills and understanding will be
reinforced by practical activities culminating in the creation of an
electronic portfolio of their work. This electronic portfolio will provide a
platform for them to continue at a higher level of study and allow them to
add their best work and experiences as they progress through their life
online.

4. Centre requirements

® Procedures for Centre approval
® The procedure for recognising the Centre is as follows:

O The Principal Assessor, on behalf of the Centre,
confirms compliance with the contractual conditions by
signing an agreement on the certification web site and
provides details of the Centre's internal quality
assurance procedures to the satisfaction of the
Awarding Organisation:

O The continued compliance with the requirements of
the Awarding Organisation is verified through a
personal Centre engagement process where any
deficiencies are noted on the Centre's account
together with any actions needed to fully meet the
requirements.

® TLMis not a member of JCQ, though we recognise the
guidance they give to schools and colleges regarding the
appropriate management of public examinations.

® Full details of JCQ policies for candidates and for centre exam
secretaries can be found at

TLM Handbook
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5. Delivering this qualification

The TQT for this qualification is 140 hrs

6. Unit Structure

This qualification consists of the following mandatory units

TLM1 | Understanding digital platforms and 25
open standards

TLM2 | Managing digital platforms applying 25
digital skills

TLM3 | Protecting and future proofing digital 25
platforms

TLM4 | Planning, executing and evaluating 50

digital systems

TLM Level 2 Certificate in Open Platforms and Digital Skills
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7. Assessment methods

This qualification will be assessed by Coursework and Examination.
The examination will represent a minimum of 40% of the overall final
grade.

Students must achieve at least 20 out of the 30 available marks for their
coursework before being eligible for the examination.

The total for the examination is 70 marks.
The pass mark for the qualification is 50 marks.

See table in Annexe A for an overview. A sample exam is in Annexe B
and coursework marking matrix in Annexe D.

The Coursework

Coursework will consist of one major project demonstrating a holistic use
of ICT. TLM has secured partner collaboration through Mahara that
enables this project to become the learner’s digital portfolio of best work
showcasing their digital profile. Centres can choose to use their own
systems such as google classroom if they perform the same functions

The project chosen should give students opportunities to satisfy all of the
coursework objectives and will be part of the TLM moderation process.

All students will be required to display a level of competence in their
coursework which reflects the appropriate level of skills and knowledge
applied in practical ways. This will be assessed internally by the centres
and moderated externally by TLM staff.

The additional 10 marks will not only reward students for exceptional
work and best practice in the course, but incentivise them and their
peers to work to their strengths in order to achieve the mark and give
them the chance of a far higher terminal grade.

Students must achieve 20 coursework marks to demonstrate that they
are ready to sit the examination. An additional 10 marks are available to
reward students for providing coursework that is of an exemplary
standard. The breakdown of potential marks is in Annexe D. Students
who achieve over 25 marks are eligible to receive a certificate of
commendation for excellent coursework.

TLM Handbook

TLM Level 2 Certificate in Open Platforms and Digital Skills 12



Setting, administering and supervising coursework

The coursework component contributes up to 30 marks towards the final
assessment.

Coursework is defined as work done on the course but should not be
directed by the teacher.

Students may choose any line of enquiry for their project,
The project may reflect

® personal interests of the student
® another course at school or college
® |ocal interests

It should be chosen to ensure that the skills, techniques, concepts,
theories and knowledge from across the qualification’s content are
demonstrated effectively and in an integrated way.

The project should involve opportunities for designing the overall
strategy, the identification of aims and hypotheses, the identification of
appropriate data to be collected, the techniques which will be used and
how it will be presented.

Learners will need to be provided with opportunities to:

create and interrogate databases

use the Internet critically as a source of data

use computer apps and packages.

Use hardware and software

show an understanding of internet safety and security

It is important to show the reasons which underpin the choices which
have been made.

The use of software packages and apps should be encouraged at all

times since this is very much at the heart of what is functional in real-life
situations.

TLM Handbook
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Cross-curricular projects

TLM recognise that digital skills can be developed in other areas of the
curriculum. It is possible that cross curricular work could form the basis
of a project in which the student can demonstrate their digital skills.

It must be recognised that a project submitted for assessment both in
this qualification and another area of study will need to satisfy the
assessment objectives and GLH of both areas of study and be assessed
according to the assessment criteria for each subject.

Group work / Working in a team

Group work in the coursework is allowed. Students may work together
on different aspects which can then be shared. When group work is
undertaken it is important that each student makes clear their
contribution and also acknowledges the work of others.

Many employers and further education institutes are increasingly looking
for students to demonstrate “soft skills”. The academic achievements of
the learners, in terms of GCSE and Technical qualifications will be
obvious, but the soft skills will be less so.

® Can they convince others in a team that their idea is the best
one to adopt.

® Can they motivate their friends in a project to work as hard as
they are so that the targets do not get missed.

® Can they be led by someone else in the team and accept their
ideas, even if they disagree with them.

® Can they work independently on a sub-project while others
work in different areas, but not lose site of the main goals.

TLM firmly believe that this qualification is an opportunity for learners to
develop and showcase these skills in their profile. The challenge to
teachers being the ability to recognise the contribution of each individual
in order to make reliable assessments.

TLM Handbook
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Standardisation

The Lead Assessor at the centre is responsible for ensuring that
assessment is standardised across the centre.

Moderation

Centres may request moderation of coursework components at any
stage of the course to meet the needs of the teacher. The Moderator will
choose a sample at random from those students ready for moderation.

Centres are advised to submit samples as early as possible.
The moderator will provide brief feedback notes to highlight problem
areas or omissions which can be rectified before the final submission.

For final moderation the work of the learner with the highest and lowest
mark will always be included in the sample along with a random spread
of other learners.

Marking Criteria

Students will use a project management cycle for the development of
their coursework folios that will be assessed for:

Research

Learners will undertake research around the brief that enables them to
meet the assessment criteria, Strands assess:

® The techniques used in digital and online publication
® File formats used in digital documentation and applications
® Security implications of being a member of the digital world

TLM Handbook
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Planning
Learners will develop a plan for their brief that enables them to meet the
assessment criteria, Strands assess:

® The identification and choice of assets for their digital profile

® The quality of success criteria and SMART targets embedded
in the plan

® The appropriate choice of software applications to assemble
the profile

® The appropriate choice of file types to enhance the profile

Execution
Learners will produce a digital profile that enables them to meet the
assessment criteria, Strands assess:

® The production of suitable assets for the profile

® The skills, knowledge and understanding displayed in
producing the profile

® The security of the completed profile

Testing
Learners will devise and operate testing procedures that enables them to
meet the assessment criteria, Strands assess:

® Tests that ensure an error free profile

® Collection of quality test data from alternative sources

® Evidence that testing leads to higher quality and a more secure
profile

Evaluating
Learners will analyse and evaluate their digital profile in order to meet
the assessment criteria, Strands assess:

® Evaluating against success criteria and SMART targets set in
the plan

® The ability to identify “even better if” improvements

® Appreciation of the extent to which learners have worked in a
productive and efficient manner and ways that this could be
improved.

TLM Handbook
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Students have to be assessed as meeting a Level 2 standard in order to
progress and this will earn a basic 20 marks for the coursework
component. Additional marks will be awarded for exemplary displays of
understanding to a maximum of 30 marks as shown in Annexe D.
Students will then need a minimum of 20 marks in the external
examination to pass.

Digital Profile content
Learners digital profiles will be published online and will contain:
® A website that incorporates and highlights themselves and their

digital skills.
® ABlog or Vlog of their digital journey

Hyperlinks to their digital documentation and:

® Unique learner produced digital assets e.qg.:

O Audio Video

O Animation Digital imagery

O Digital Apps Digital Data solutions

Produced as a result of their choice of digital theme.

Exemplification of this portfolio is provided in Annexe E.

Presentation

The ability to present ideas in the digital world is not always as obvious
as it seems.

Learners will understand and apply skills to make sure that they convey
their ideas to others in a way that is clear and concise not confused or
over complicated.

They will demonstrate the presentation skills at a semi-professional
level, whether it is face-to-face, via some type of online meeting system
or via digital platforms, adjusting the style and format for each of these
environments as needed.

TLM Handbook
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The Examination

This qualification has a single exam paper with a maximum of 70 marks
which can be online or paper based.

® Students may retake this examination once - the better of the
two marks gained to be counted
® Style of exam - The exam will be made up of

- 10 multiple choice questions worth 1 mark each

- Anumber of short to medium length questions worth 1
- 4 marks

- Atleast 3 longer unstructured questions worth 6-10
marks

TLM Handbook
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Assessment Objectives

TLM examinations use a consistent set of Assessment Objectives across
their awards. The description of each AO and overall qualification
weighting is in the table below.

AO1 - Recall, select
and communicate
their knowledge and 15-20 5 10-15
understanding of
ICT.

AO2 -Apply
knowledge,
understanding and 45-50 15 30-35
skills to produce ICT
based solutions.

AO3 -Analyse,
evaluate, make
reasoned 30-35 10 20-25
judgements and
present conclusions.

Total Marks 100 30 70
* The examination weighting will vary for each AO, but will always
equal 70 marks. Therefore, if AO1 has 10 marks, then AO2 and AO3
will have 60 between them. If AO1 has 13 marks, the other AOs will
adjust accordingly. This will also therefore affect the overall weighting
of coursework (which is fixed) and examination marks in relation to the
three AOs as reflected in the Overall Weighting column.

TLM Handbook
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Methods of delivery

TLM does not prescribe any methods of delivery however the following
should be borne in mind:

® The practical projects in preparing for life on line are designed
not only to deliver Assessment Objective AO1-AO3, but to
provide a practical context to the concepts covered in other
subjects.

® Avariety of ways for delivering this qualification will be
expanded and exemplified in the course Moodle with student
examples on Mahara https://eportfolio.tim.org.uk.

Marking

Marks gained by learners on the written exam will be notified to centres
within 20 days of the learners sitting the paper.

Notification periods for sitting the exam

® A minimum of two and maximum of six weeks notice is
required for the provision of online examinations

® Exam requests must be made through the TLM
Markbook and will only become accessible once the
moderation team has approved the moderation of
coursework to the required level.

TLM Handbook
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8. Examination Content

TLM1 | Understanding digital platforms and open 15
standards

TLM2 | Managing digital platforms and applying digital 15
skills

TLM3 | Protecting and future proofing digital platforms 15

TLM4 | Planning, executing and evaluating digital 25
systems

TLM Handbook
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Sample assessment materials are provided in Appendix B and C

Sample examinations and mark schemes, as well as coursework
exemplars will be available on the website and will expand over time.

Grade Structure

The qualification will follow grade levels

Grade Pass = 50-65 Marks

Grade Distinction = 75-84 Marks

Grade Descriptions

A Distinction grade candidate will exhibit most of the following
characteristics.

demonstrate relevant and comprehensive knowledge and
understanding of fundamental concepts and principles of digital
systems and open standards while applying comprehensive
knowledge and understanding of these principles in a range of
familiar and unfamiliar situations

effectively apply fundamental concepts, principles and technical
skills, using sustained analytical, logical and evaluative thinking,
to a wide range of complex digital problems and online issues
apply knowledge and critical understanding to evaluate and
protect digital systems and platforms against current and future
threats

effectively employ sophisticated technical language and deploy
a wide range of digital application solutions and data modelling
methods to interrogate and present data to inform and
persuade

critically analyse and evaluate available information and
evidence to make reasoned, substantiated judgements and
conclusions, and, where appropriate, suggest viable
recommendations for future activity

TLM Handbook
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demonstrate comprehensive skills, knowledge and
understanding through practical application and project
management of a digital portfolio and an online personal
portfolio

A Pass grade candidate will exhibit most of the following
characteristics

demonstrate appropriate knowledge and understanding of
fundamental concepts and principles of digital systems and
open standards while applying a number of these principles in a
range of familiar and some unfamiliar situations

apply fundamental concepts, principles and technical skills,
using analytical, logical and evaluative thinking, to a range of
digital problems and online issues

apply knowledge and understanding to evaluate and protect
digital systems and platforms against current and future threats
employ clear technical language and deploy a range of digital
application solutions and data modelling methods to understand
and present data to inform and persuade

analyse and evaluate available information and evidence to
make reasoned judgements and conclusions, and, where
appropriate, suggest sensible recommendations for future
activity

demonstrate a range of skills, knowledge and understanding
through practical application and project management of a
digital portfolio and an online personal portfolio

Distinction* and Merit

Performance at Distinction* and Merit grades will be extrapolated from
the grade descriptions for Pass and Distinction
The Extended Project - Preparing for a life online

This is work completed under supervision and submitted before the
learner is entered for the examination.

Candidates must achieve at least 20 marks on the coursework element
as an entry requirement for the examination

TLM Handbook
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Synoptic Assessment
Threads for Synoptic assessment
Assessment Objectives

® AO1: Recall, select and communicate their knowledge and
understanding of ICT

® AO2: Apply knowledge, understanding and skills to produce ICT
based solutions.

® AO3: Analyse, and make reasoned judgements and present
conclusions.

The moderation and assessment of coursework will run through the
entire body of learner’s work and the final coursework grade will be
based on this assessment and an overall assessment of their finished
extended project.

9. Moderation and Standardisation
Moderation on demand

TLM offers a unique service where coursework is moderated as
requested. This gives teachers rapid feedback on the suitability of their
learner’s work so that they can adjust it to the correct levels or allow
learners to carry on with other tasks.

TLM moderators will provide feedback

Feedback is given and suggestions made so that teachers can feel
confident that the work their learners are producing is to the correct
levels and standards. This frees them up to do more focussed teaching
and not wait until the end of the course to find out problems when it is
too late to fix.

Requirements to use the Markbook

All centre staff delivering the TLM qualifications are required to be fully
trained and validated on the use of the online Markbook. The training
will take place at a workshop or in the centres as an integral part of
centre induction.
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Moderation workshops

TLM has an ongoing commitment to the CPD of centres delivering its
qualifications. Course delivery and moderation workshops are offered to
centres on a regular basis at TLM Head Office. These workshops are
free of charge to assessors.

10. How this qualification is graded

The qualification overall will be graded by up to 30 marks for coursework
and up to 70 marks by external examination using the P/M/D/D* grading
system. However, since this is a Level 2 qualification, the student’s
coursework will act as a guide as to their final level.

Students not reaching the required level of coursework will be
advised to take a Level 1 course.

This will ensure that credit is achieved by students across the entire
range of internal and externally assessed work. Students achieving the
highest grades will have high marks in both areas. The table in
Appendix A shows the way grades are determined by marks achieved
and their relative weight.

Students who are strong on the coursework element will be able to
access the higher marks on the examination to achieve high marks
across all aspects of the qualification and all students will be rewarded
for exemplary coursework submissions.

[The published grade boundaries may be subject to change]

Coursework and 50-65 |66-74 |75-84 85
Exam Mark Range

TLM Handbook
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11. Qualification Administration

Submission of coursework and deadlines

All coursework has to have been moderated and approved as complete
for students to be entered for the examination. Centres wanting their
results included in the statistics for the current academic year must hold
the examination on or before the 30th June. The exam cannot be made
available to any candidate whose coursework has not achieved a pass
grade following TLM moderation. Centres are advised that completed
coursework must be submitted for moderation by May 31st.

Any work which is incomplete after this date will mean that students
cannot sit the examination.

Submission of exam requests

Requests for the provision of online exams must be received by TLM two
weeks prior to the exam being sat, and are dependent on successful
completion of coursework as per the coursework moderation section 7.

Exam policies and procedures

As previously noted, the conduct of all assessment components of this
qualification are similar to those laid down in the JCQ procedures . We
expect centres to observe best practice when invigilating examinations
and we conduct unannounced visits to satisfy ourselves that best
practice is being adhered too.

In simple terms:

® Examination invigilators are required for the supervision of
online exams

® Class tutors should not be present whilst students are taking
the exam but the principal assessor may attend the start of the
exam in case of any technical issues

® All coursework submitted must be the work of each individual
student and be free from any form of plagiarism

TLM Handbook
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® All exams, are live and therefore can not be seen by
invigilators or exams officers before the exam date and can
not be shared after the exam has finished until TLM state
otherwise.

Appeals procedures
TLM has comprehensive policies and procedures for dealing with
Appeals. These are documented with links on the web site at

Malpractice definitions and sanctions
TLM has comprehensive policies and procedures for dealing with
malpractice. These are documented with links on the web site at

Assessors should be familiar with these policies and make them clear to
candidates. Assessors should inform their account manager if they
suspect any instance of malpractice that could have a material effect on
the outcome of any assessments, either for themselves or colleagues.
This is part of the upholding of standards that is part of the contract with
TLM.

TLM Handbook
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12. Detailed Guidance of Coursework and
Assessment Examples

Unit 1: Understanding digital platforms and open standards, 3

credits, 25 GLH

1.1 | can understand the
nature of digital material

2.1 | can understand how
to use digital information
for different purposes

3.1 | can evaluate the
need for control of the use
of digital information

1.2 | can describe different
types of digital material

2.2 | can describe how
digital information can
affect outcomes

3.2 | can describe the
misuse of digital
information

1.3 | can demonstrate how
different types of digital
material are captured

2.3 | can demonstrate
digital information in a
number of different
applications

3.3 | can discuss the laws
that apply to digital
information

1.4 | can demonstrate how
digital material becomes
information

2.4 1 can describe the
ways that digital
information is designed to
be used in different
situations

3.4 | can discuss and
describe the open
standards that apply to
digital information

1.5 | can describe why
digital material is used for
specific purposes

2.5 | can demonstrate the
relationship between
digital material | create
and how it is used

3.5 | can describe and
evaluate my own digital
material in terms of laws
and standards

TLM Level 2 Certificate in Open Platforms and Digital Skills
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Learning Outcomes for this Unit:

Strand 1: Learners will understand that digital systems are developed to
collect and process large quantities of digital material which are later
processed to provide information to inform, persuade or influence. They
will understand what methods can be used to make information work for
different purposes, such as to persuade or even trick. They will describe
some of the methods, with clear examples, to illustrate their deep
understanding.

Strand 2: Learners will be able to describe a range of digital materials
used across different sectors and organisations, both public and private.
They will use these examples to describe what affect they may have on
given or expected outcomes. Learners will describe that data and
information is increasingly being used for criminal purposes and what
these are.

Strand 3: Learners will be able to demonstrate different ways and
means, relating to their own interest, on the capture of raw data. They
will demonstrate how this is then used in applications and in what style
and format as required. This data will in many cases be subject to laws
and regulations so they can discuss some of the laws that come into

play.

Strand 4: Learners will be able to demonstrate with some clarity that
they understand at what point data becomes a piece of information: what
the context is, the objectives and outcomes that make it information.
They will further describe that this information, once designated, will then
be used in situations for different purposes. Many aspects of the
modern world, viz a viz the Internet, can not operate without open
standards, and learners should discuss the details of this reality and
describe some of the effects this has, both positive and negative.

Strand 5: Learners will begin to speculate why information is used in a
particular way and perhaps what features of the information determine
this, for example the influence of money on information compared to
information that is more social. This will lead them to discuss how this
might impact their own digital material as they generate more and more
and reflect on how laws might try to protect them and to what extent they
work.

Evidence for learning in this unit: Written answers in the terminal
exam, material in their ePortfolio
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Detailed Guidance for the delivery of this Unit:

1.Understand the structure and properties of digital material
1.1 | can understand the nature of digital material

Learners should be able to demonstrate they understand what digital
material is at a basic level

Additional information and guidance

Learners need to show a clear understanding that data is the raw form of
information before any meaning or context has been applied. As they
use their smartphone they will be sending out data about where they are.

If their friends also have smart phones, there will be data about who they
are with and when. If they are searching for anything online or
purchasing, there will be data about these habits. All of this will be raw
text and numbers and on it's own, pretty meaningless.

However, if the data can be correlated to show that they were at a
sporting event and they purchased certain foods while there, this is
information that can be used to send them targeted advertisements on
upcoming sporting events at this venue or food promotions from the food
chain they visited.

If they use personal information about themselves while online, this can
then also add more focussed targeting and the companies will know that
they are of a certain age range and therefore can be expected to like
similar things to other people of the same age range or gender being
tracked.

Learners need to show some examples like this to demonstrate they
understand the nature of data in different contexts. They can be
introduced to data samples from the assessor in order to help them
frame their understanding, but they should then find their own suitable
examples.
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1.2 | can describe different types of digital material
Learners should be able to demonstrate they understand and can give
examples of different types of digital material

Additional information and guidance

Learners need to show that they have investigated and understood a
range of digital material in as many contexts as possible. There is no set
list here, but examples should include some or all of the following:

Digitally stored documents

Photographs

Podcasts

Blogs, Vlogs, Wikis

Social media sites

Email

SMS (Short Message Service) and MMS (Multimedia
Messaging Service) such as Whatsapp

1.3 | can demonstrate how different types of digital material are
captured

Learners will know that most digital information is captured remotely or
automatically by digital systems.

Additional information and guidance

Learners can investigate and report on some of the material that is
captured as they go about their daily lives. This will include some of the
following examples:
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ANPR and Speed cameras on road networks,

EPOS systems via barcodes or QR Codes in retail

Mobile phone data as handsets are handed from mast to mast
Satellite GPS data for use in SATNAV and other applications
Sensors and Dataloggers in Aircraft nose-cones during
international flights collecting weather data

Satellite data in the form of IR UV and Visible images, for
meteorology, mapping and surveillance.

Learners should be able to describe the advantages and disadvantages
of automated versus manual data capture.

Learners should be able to discuss some ethical aspects of remote data
capture presenting a cogent argument
1.4 | can demonstrate how digital material becomes information

Learners should be able to demonstrate they understand that until data
is processed and given a context it remains relatively useless
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Additional information and guidance

Learners will be able to describe how a range of software apps take
data, give it context and display it in a format that transforms it into
information. These will include:

® Document processing applications such as word processors,
desk top publishers and numerical systems

® Presentation applications which enable data in multiple media
formats to be combined

® Database applications ( either flat or relational tables ) that
perform by performing queries and calculations allow data to be
modelled in different ways

® \Websites

® Video and or imaging applications that take raw images or
footage and edit them to add context or detail.

1.5 | can describe how digital material is used for specific purposes

Learners should be able to demonstrate their capability to produce digital
materials that display data in a context and manner that meets the needs
of a target audience.

Learners may do this using three or more of the Applications named in
1.4

2.Plan, design and use digital information in appropriate
ways

2.1 | can understand how to use digital information for different
purposes

Learners should be able to demonstrate they understand that digital
material can be used to:

® Communicate ideas to wider audiences

® Model and predict outcomes

® Provide proof in investigations
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Additional information and guidance

Learners should be able to gather some examples of different types of
material and write some reflective comments on why it was made and
what it is supposed to achieve. Some material will be to persuade users
to purchase something. Some government information might be to warn
people about problems, such as a recent campaign to warn car drivers
not to use their mobile phones whilst driving.

The more examples they can gather and comment on, the more in depth
their understanding will be.

2.2 | can describe how digital information can affect outcomes and
use this information to plan

Learners should be able to demonstrate they can describe the fact that
the ways digital information is stored will affect the way that it can be
used.

Additional information and guidance
For this a working knowledge of digital file types will be required. File
types covered by this section could be presented as a table as below:

Word .docx .odt .rtf, .epub |Used primarily for
processing documents

Numerical Xlsx .ods .csv Used for numbers, but
data can have text

Image files .bmp .svg .png Files have different

properties based on use
and purpose
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There are extensive file types and the above is only an example. Other
files to explore could include:.pdf, .txt, .pptx, .htm, .html, .jpg, .gif,
.wav, .mpv, .mp4, .mov, .wmf, .mp3, .psd etc.

Learners will also be able to describe the advantages and disadvantages
in saving information in proprietary versus open standard formats.

2.3 | can demonstrate digital information in a number of different
applications

Learners will in their coursework components be challenged to work with
information presented in a range of file formats and for a range of
audiences and purposes.

Additional information and guidance

The applications learners will use will be determined by the coursework
areas the centre chooses to cover but it is expected that they will cover
the range detailed in section 1.4.

More able students will describe that certain proprietary file formats
contain more than is required for the formatting of that file (metadata)
and that this can affect the way that this data can be moved between
applications

2.4 | can describe the way digital information is designed to be
used in different situations

Learners should be able to demonstrate they understand that digital
formats that they create or choose to use will have an effect on the final
product.

Additional information and guidance
Examples could be:

® Choosing to create artwork for a logo as an .svg as opposed to
a .png

® Saving photographs that have been manipulated as a .psd as
opposed to a .jpg

® Converting a spreadsheet of names and logins to .csv so that it
can be imported into a web based database for logins to a
Learning Management System.
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2.5 | can demonstrate the relationship between digital information |
create and how it is used

Learners should be able to demonstrate in their coursework components
work with information presented in a range of file formats and for a range
of audiences and purposes.

Additional information and guidance

The applications learners will use will be determined by the coursework
areas the centre chooses to cover but it is expected that they will cover
the range detailed in section 1.4 and a good cross section of the file
types in section 2.2

3.Analyse and evaluate the control of digital material

3.1 | can evaluate the need for control of the use of digital
information

Learners should be able to demonstrate that they understand strategies
to prevent misuse of their personal digital information.

Additional information and guidance
The strategies should include:

® Having reliable — regularly updated - antivirus systems on their
devices

® Ensuring their PC systems are behind a firewall

® The use of strong passwords and non-reliance on a single
password

® Setting online profile privacy levels

® Non-sharing of personal details and passwords

® Being aware of CEOP and other reporting mechanisms in the
case of suspected abuse

3.2 | can describe the misuse of digital information

Learners should be able to communicate understanding of the risks of
digital information being used for purposes other than it is intended.

Additional information and guidance
Students should be aware of any misuse and be able to describe
accurately risks including:
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Phishing and pharming

Trolling and Cyberbullying

Hacking - including interception of mobile phone
communications

® Misuse of social media for grooming and or sexting as well as
frapping Facebook profiles.

3.3 1 can discuss the laws that apply to digital information

Learners should be able to discuss the impact of a range of constraints
upon the use of digital information.

Additional information and guidance

These constraints may be local agreements such as the school / college
Acceptable Use Policy (AUP), national or international legislation.
Learners will be expected to be able to discuss:

Acceptable use policies
Copyright constraints
Investigatory Powers Bill
Computer Misuse Act
Data Protection
Communication Act

3.4 | can discuss and describe the open standards that apply to
digital information

Learners should be able to demonstrate they understand what open
standards are in terms of file formats.

Additional information and guidance
Learners should be able to Identify key image file formats:

® svg, jpg and png as open standards associated with web
browsers.

® CSS, HTML, XML, SQL, RSS and HTTP as open standards
used in the production of websites

Learners should be able to discuss the difference between formats
which are issued under the creative commons licence framework and
those which are unlicensed.
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Learners should also be able to discuss reasons behind the continual
evolution of open licences such as the development of HTML5 so that
multimedia information can be embedded in websites without reliance on
proprietary file formats such as “flash player” which is licensed by Adobe
and has been shown to increase website vulnerabilities.

3.5 1 can describe and evaluate my own digital material in terms of
laws and standards

Learners should be able to show how they have applied or apply
knowledge and theory in sections 3.1, 3.2 and 3.3 to their own personal
circumstance having carefully evaluated the risks created by their own
online presence.
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Unit 2: Managing digital platforms applying digital skills, 3 credits,

25 GLH

1.1 | can appreciate the
need for the management
of digital material

2.1 | can create and
modify different forms of
storage for my digital
material

3.1 | can determine the
best type of system
management to use for a
given project

1.2 | can outline the ways
that digital material is
managed and stored

2.2 | can describe the file
formats and standards
required for my digital
information needs

3.2 | can explain best
practices in information
management for a given
project and set of needs

1.3 | can explain the
issues related to the
volume of data now being
collected and stored

2.3 | can import and export
different digital materials
and merge the results as
required

3.3 | can demonstrate why
specific file types are most
appropriate for
collaborative work

1.4 | can discuss the need
for open standards when
sharing information

2.4 | can collaborate with
colleagues on digital
information projects

3.4 | can analyse and
recommend the best tools
for collaborative project
work

1.5 1 can describe the
difference between local
and remote storage
solutions with working
examples

2.5 | can organise shared
digital information to make
collaborative work more
efficient

3.5 | can demonstrate the
strengths and weaknesses
of collaborative tools

1.6 | can recommend
storage solutions based
on specific requirements

2.6 | can apply the
permissions and access
rights required for
successful collaborative
work

3.6 | can write a report
outlining my findings and
present these to an
audience for feedback
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Learning Outcomes for this Unit:

Strand 1: Learners will understand that the increasing levels of data they
produce need careful management. They will research and understand
the need for good housekeeping when managing this data and that it will
be in various forms and locations. This knowledge will allow them to
make informed judgements about the systems and processes they use
for this management.

Strand 2: Learners will investigate the ways that data is converted as it
moves from system to system and the reasons behind some of these
processes. They will use practical tests to see first hand how this
conversion works and some of the strengths and weaknesses that exist
and how to get around these. These skills and knowledge will help them
to more carefully plan projects involving multiple data types.

Strand 3: Learners will appreciate the role open standards plays in the
information age and how this has enabled the Internet among other
technologies. This openness is governed by rules and regulations with
their own character and learners will show an understanding of this in
their work.

Strand 4: Learners will explore the different types of storage available,
their vulnerabilities and the increasing amount of information stored
remotely (cloud) compared to locally. They will examine the reasons for
both choices and be able to recommend a solution to a potential
customer based on their knowledge and understanding.

Strand 5: Learners will research the different ways and forms that
collaborative work can be carried out as a result of the information age.
They will explore and critique different types of collaborative system and
practice their skills in order to make informed choices about the best
systems for certain tasks.

Strand 6: Learners will be able to demonstrate the depth of their skills
and knowledge by reflecting on their findings and making evaluative
statements about strengths and weaknesses in relation to clear
objectives. They will be able to demonstrate this by presenting their
reflections to an audience for feedback and respond to the feedback as
required.

Detailed Guidance for the delivery of this Unit:
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1. Understand the way digital information is managed and
modified

“80% of all data currently in use was created in the past 2 years” -
Professor L Floridi - Oxford University

Learners need a good understanding of the digital world around them
and some semblance of how they can control what is being collected
about them.

1.1 | can appreciate the need for the management of digital material

Learners will appreciate the volume and variety of data now captured
about them or by them.

Additional information and guidance

Learners will begin to explore the range and nature of data that is
currently being produced. Some of this will be generated by them, but
some will be generated about them and much of it without their
knowledge or consent. Some of the different mechanisms are listed
here for reference.

location data when using smartphone

school reports about them, school material for coursework
house television habits or the “hacking of smart TVs”
house Internet habits

CCTV images when travelling

Passport details when travelling abroad

Travel information on public transport

Social media images, chats, videos

Learners should be able to define some basic management needs
based on their understanding gathered as part of their preliminary
research. Learners should be able to begin to discuss some digital
material related to them and know some of the facts and figures related
to this level of data collection such as number of CCTV cameras in use
or the nature of data collected at airports etc.
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1.2 | can outline the ways that digital material is managed and
stored

Learners will begin to demonstrate methods and means to manage their
data or display understanding of how data is managed about them.

Additional information and guidance

Learners should be able to begin to understand and therefore
demonstrate an understanding of the different ways that data is
managed, either privately, publicly, locally or in the cloud etc. Some of
the following areas can be explored for reference and guidance.

public and private servers

shared or protected folders

compressed or uncompressed

laws about location (i.e. UK based etc)

social media account preferences

evaluate the rise of “Big data”

need for HPC (High Performance Computing)

Some of these areas will form the basis for more in depth analysis and
evaluation later, such as location of data. Do they know where their data
is stored and who can access it? How can they know and find out? Is it
that important etc.

You need to read carefully before you click things that may affect you
later, especially when you are not protected by local laws.

By using Twitter's services you agree to our Cookie Use and Data Transfer outside

the EU. We and our partners operate globally and use cookies, including for analytics, X
personalisation, and ads.

1.3 | can explain the issues related to the amount of data now being
collected and stored

Learners can begin to analyse the issues related to this volume and the
impact it is having on the world
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Additional information and guidance

Learners should begin to investigate some of the issues around this
phenomenal increase in material and the storage implications. Since
this has a potentially huge impact on their future, what are the main
concerns. Some are listed below for investigation.

® data centres consume more power than most large cities

® data once created never goes, so take care what you post

® Iceland emerging as “ethical” data centre due to natural cold for
storage

® leaks and their impact - for good or bad

In 2013, IT consumed 10% of all the world’s electricity. It is quite difficult
to find out how much energy Google uses in its data centres. The last
published data was in 2011 when they were consuming 260,000,000
watts, equivalent to the power for 200,000 homes. This equated to 2
metric tonnes of carbon.

There is good scope here for some cross curricular work with science
and mathematics to look at these numbers in context.

1.4 1 can describe the need for open standards when sharing
information

Learners will explain what open standards are and how they help with
information sharing

